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Angriffsvektoren




Einfallstore fur Malware in das Unternehmen

[ Von AufRen }

* Uber den Browser

* Uber andere internetbasierte Services (E-Mail, Instant Messenger, etc)
* Ausnutzen von Schwachstellen in Software
* Einsatz von Social Engineering

2O

£

KASPCRYKY



Einfallstore fur Malware in das Unternehmen

[ Von AufRen 1

* Uber den Browser

* Uber andere internetbasierte Services (E-Mail, Instant Messenger, etc)
* Ausnutzen von Schwachstellen in Software
* Einsatz von Social Engineering

{ Von Innen J

* Via infizierter Speichermedien
(USB-Sticks, CDs/DVDs)

* Insider-Angriff
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Angriffsvektoren
Drive-by Download

* Hauptprobleme:

» Es werden fast taglich neue Schwachstellen in Software gefunden
» Patches werden haufig erst sehr spat nachgeliefert
» Anwender sind sehr nachlassig beim Installieren von Updates

[ Keine Webseite ist zu 100% vertrauenswurdig! }

* Auswirkungen von schadlichen Scripts, welche in HTML oder
PHP Code eingebettet werden:
» Weiterleitung auf schadliche Webseiten
» Ausnutzen von Schwachstellen in installierter Software
» Abfangen von Zugangsdaten fur FTP Accounts

» Obfuscation macht den Code schwerer zu entschlisseln und tragt zur
Verwirrung des Anwenders bei
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Angriffsvektoren
Drive-by Download

v Zrodto strony: ...0=—

—

. - Opera

— O X
Plik Edycja Widok Zakiadki Widzety Poczta Narzedzia Pomoc
E1 Zapisz [ Zastosuj zmiany

background="index pliki/imageZ434.gif"™ style='margin:0'>

Zrodlo strony: ... =

KASPCRYKY



System Tasks

View system information

;jf) Add or remove programs
[} Change a settings

Other Places

GQ My Network Flaces
[Eﬁ My Documents
E:I Shared Documents

E" Control Panel

Details

My Computer
System Folder

System folders

. e
IL,J Shared Documents I My Documents

@ 5 Viruses found @ 4 Viruses found

Hard drive

E@ Hard drive (C:)

@ 9 Viruses found

Security

£ Windows Security Alert E|

Windows Security

Security is affected To help protect your computer, Windows Web Security

have detected Trojans and ready to remove them.

e !

Checking: C:\Documents and §

Detected spyware and adware on your compuker Filename:
v C ¢ ] g Backdoor. Win3 2. Haxdoor.gu FSPFROD.log
our Lomputer 1f
P & w32.Pykspa.F dpvacm.dll
g Backdoor.Tidserv.K oembios.dat
2L @ Trojan.Zhot!gen3 FaxSetup.log
% Backdoor.Win32.Haxdd
msver?1.dll

g Trojan. Vundo!gen3

& w32.Pykspa.F
@ Backdoor.Tidserv.K

%) Trojan.Zbot!gen5
Q Trojan.Vundolgen3 : Spyware is software, which can gather information from user's
- - e |@ computer throught Internet connection and send them to its

creater. Gather information can be passwords, e-mail adresses
and all that data, which is important for you.

L Remove all ] [ Cancel ]

Recommend: Click "Start P
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« Complete PFOtECtIOI"I Home mbers  Support

o
\f

Antivirus & Security pris & Scurty

Complete Antivirus Protection Solution
Get instant access to the world's most trusted antivirus

i
i

software collection. Protect your emails, instant
messages and other files by antomatically removing
viruses. New built-in features also detects threats such
as Spyware and Adware.

« A software you can truly depend onl»

FREE OFFER! Receive the full protection Security Bundle for .
e Protect Your PC like

system against all viruses, worms, pop Ups

il no other software can!
Antivirus Others
Anti-Virus < ¥ 4
Anti-Spyware v ¥ g
Anti-Spam V
Firewall < 4
Safer Downloads v
Instant Messaging v
Safe Searches v

OFT-SIGHT REVIE

ANTIVIRUS GOLD STATUS
PRODUCTS T

July 21, 2002 Tune 2002 May 2002

Ot October 2006 '
August 2007 March 23, 2008 May 2009
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/! Your PC

#1 Software for Protecting Your PC

scan now 2J

Remove viruses instantly with

- Antivirus 2010

Download Antivirus M and Ve a
FREE complementary Firewall software pac
to help reinforce and pri your PC from ma

VIFUSESs.

Antivirus

Key Technologies
Protect Email & Instant Messages
¥ Protect Against Adware & Spyware

=

¥ Scanning Scheduler
¥ Defend Against Emerging Threats
# Automatic File Protection

Get Instant Access *

System Requirements

Microsoft® Windows Vista® Home
Basic/Home Premium/Business/Ultimate

installed Anti - Spyware

Prevent Malware

or

Safer Downloading

Microsoft® Windows® XP with Service Safe Browsing

Pack 2 Home/XP Pro/XP Media Center
Edition

Clean History
Remove Cache

2477 Support

* 300 MHz or faster processor
* 512 MB of RAM
* 150 MB of available hard disk space.

Why(hu.oseUs? Antivirus 2009 Spybot Kaspersky AVG

Remove Viruses

Why We Are the Best

% 24 /7 Technical Support

¥ Step by Step Guides

% Ultra Fast Downloads

# Guaranteed Latest Versions
¥ Easy and Simple Interface

Join Us Now &

Average

LV L

v L \ft L7 L7

L L7

o o -

o L o

o g L7

o o

¢ | ¢
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20 Years of Total Protectio/N
SECURITY

Ankivirus Suite I Home | Download Members Support

Learn how to protect your PC with our ANTIVIRUS SECURITY SOFTWARE

The Number One Anti-\ﬁrus Online!

Unrivalled protection from

The Most

Internet threats.

The ANTIVIRUS SECURITY
Suite includes AntiSpam,
FireWall, WebGuard, Rootkit,
Anti-Spyware and
Anti-Phising protection as well
as award-winning anti-wirus
protection and a backup and
rescue system

Get Instant Access!

(omplete == pr— mFT Sl i =
Seau fity e C —_— oot
v Vv

Personal Use \/ V’ V' » Search for Internet content

» Supports all Windows
Small Business v 4 v 4 v 4 v 4 v 4 v 4 platforms

» New and improved interface
Corporate Clients « \, vﬂ \/ « V’ » Search single & multiple PDF's

You can choose the appropriate defence configuration
after installation of the security kit.

Also Incuded in Bundle="1574 %
Registry repair™ [Aﬁi

Registry Repair™ is an advanced registry
cleaner for Windows. Laura D.

Anti-Virus Advance TM
Anti-Virus Advance™ protects you against
the maost nefarious cyber-threats.

"The Be

online secur

Popular
Anti-Virus
software!*

Software to provide total

. Download Now!

Top Features

» Faster launch time

» Improved security features

Get Instant Access =

Testimonials

to follow instructions got me up and going in no time!

"This is by far the easiest program I've ever used! The E@
Thanks for the great product” 4

"T really love all the bonus software you guys included{!ﬂ
You saved me a lot of time and money!" -
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DOWNLOAD [ G et

Complete Antivirus Protection Solution

L Get instant access to the world’s most trusted antivirus
software collection. Protect your emails, instant messages
and other files by automatically removing viruses. New
built-in features also detects threats such as Spyware and
Adware.

=
=
£
2
]
]
L]
o
n
B
B
&
B
-

« The best detection &

removal rates onlinel...»
Download & Protect

FREE OFFER! Receive the full protection Security Bundle for .
Protect Your PC like

your
systemn against all viruses, worms, pop ups

online. no other software can!

Others

z

2SS SE SN E’

Anti-Virus
Anti-Spyware
Anti-Spam
Firewall

Safer Downloads

Instant Messaging
Safe Searches .

7 &
2
w
i

RHTIVIRUS g7 GOLD STATUS
PRODUCTS

July 21, 2008 e

March 23, 2008 May 2009
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Rogue-AVs

Soziale Netzwerke

_ﬂ & Control Center

AN ]

|c-mtmll:mnr S:an Er::-amm'l‘n Settings  About

recommended to cleanup the system.

At Risk ;

Viruses Found: =

n
Scan System Info
Scan your computer now, You can This feature allows you to see and
perform quick or normal or full control important system aspects
system scan, depending on potential like running processes.

\ Security Status License Type

Unfartunately, your computer is infected. Unreqi&tered
: \) To protect your information (like credit ¥You can't delete viruses. Register to be able to
i card numbers, etc.]) it's highly delete viruses,

Statistics Database Info About MAC Defender

; . MAC Defender is the most advanced virus and
Last Scan Date: 2demayode201i Version: 23 malware detection system In the world to locate and
Files Scanned: 10904 Signatures Count: 184230 remove dangerous software from your computer,

More |

A
Options

You can control different aspects
of your antivirus behavior by
using options in this section.




Angriffsvektoren
Soziale Netzwerke

»50.000 links are shared

»66.000 photos get tagged

»74.000 friends get invited to events
»79.000 wall posts are written
»98.000 friend requests get approved
»135.000 photos are uploaded
»231.000 messages are sent
»382.000 ,Likes"

»510.000 comments are written

.... alles innerhalb einer Minute!

Source: http://www.time.com
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Angriffsvektoren
Soziale Netzwerke

* Einer der Hauptangriffsvektoren!

» Malware und Spam
» Phishing & Social Engineering
» Generell: Sammeln von Informationen

=r oy - - - M
Today Clear Window ' Report SEEUF s = a
[ Breviiorr . Pia b Bpen
Father crashes and dies because of THIS Shield [Framcss prenety ]
message posted on his daughters profile :
wall: bit.y .
L e P
W DO Py e Thesin oo hinanoas codmony nes, .
x Teoion WnE Kllavk  This Trokan bas & PabCons [,
! Frobecton o Bogpa prceclil Wi 0% Hone 1063 0t i swory dangenonus seTooty 1e-..
& Woen Sl Woan Sur0F St Teak rerkt en 2y Oostio s, Kasa.
Badarg  pepackd Vg DO GrimnalW.... | Tt 200 viry g mavar. .
< Spepare Lappertad Tecarr PR, Win3E b .. This Teokan bebongs bo al sy of ..
Wi b £ Woran a2 Woan Wl Fugade s This worm g pade oo the hard i, .
1 prn 0 [ wiertxe Evplok R Igeld i cphod bs-desigred b sted o,
0 Pl e | Wi D Shepr. 2071 Thend dre dacveroos Fervedracay ..
= Rog i Ve D5 ENOOat T1Z TLEE 8 wery dgeiouss TR, .
i b weird Py e Backadoacs wWrdh Dol Fhis malecar progran i o Brgien...
f Pl é);._,- I Trophan rodn @l TeoparrSER Symilel. 0 This Teojan peogran b ditipned . o0
Af Paarndires
=
= w IR Menaces 45
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Angriffsvektoren
Soziale Netzwerke

Sign Up | QuickList (0) | Help | Lag in

Video posted by -WizArD-

From: -WizArD-
Joined: 1 year ago
Videos: 5

Adaobe Flash Player Update Subscribe

@

This content requires Adobe Flash
Player 10,37, Would you like to instzll it
now?

Embed: Customize

<object width="425" height="344"><param name="movig"

Mare From user

Related Videos

Kaspersky

Internet Security 2009

Video Responses: 10 Text Comments: 70 @ Attempt to download malicious software.
Object:
babachat (4 hours ago) http:// N =t p . £xe

Funniest thing EVERII

£smith1199 (6 hours ago) . _
WooHoo!! Love this vid!!! Congrats on the front pagell!! :-) ¥ Allow

The action will be allowed
sinmikel (7 hours ago)

that.... Was ..., GREAT 1!

% Block (recommended)
ah17 (10 hours ago) Action will be blocked
Nice wid :)

Waiting for 201, 209,159,206, ..

e

farcs KASPCRIKY




Angriffsvektoren
E-Mail, Instant Messenger

* Viele Infizierungen werden erreicht durch:

» Infizierte Datei-Anhange

» Weblinks auf schadhafte Webseiten V‘A

>

» Social Engineering

* Gefalschte Absenderadressen:

»

»

* Dringende Angelegenheiten, wie:

» ,Dringend! Bitte uUberprifen Sie dieses Dokument"

» ,Wichtiges Sicherheitsupdate!" g?
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mailto:administrators@yourcompany.com
mailto:your.boss@yourcompany.com

Angriffsvektoren
Mobile Datentrager

 Autorun Wurmer und Viren

» sich selbst verbreitend und replizierend #

» verwenden Windows Funktion zum
Autostart bei Verbindung

» infizieren weitere Dateien auf dem
lokalen Datentrager

» ublicherweise polymorph

» Infizierung erfolgt intransparent fur
den Anwender

KASPCR{KY



Hoher entwickelte Technologien
Rootkits, Bootkits

* Konigsklasse in Sachen Malware

* Extrem schwer zu erkennen und zu desinfizieren @%
* In der Lage weitere Malware zu verstecken

* Kann grol3e Botnetze formen

* Neue Ideen und Technologien erscheinen kontinuierlich

* MBR Infektion
* Einsatz proprietarer Dateisysteme

* Einsatz fortschrittlicher Verschlusselungsmethoden
* Erste Angriffe auf 64-Bit Plattformen

N \
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Hoher entwickelte Technologien
Malware mit digitalen Signaturen

* Digitale Signaturen

» Sollen Authentizitat von Software garantieren
» Ohne Private Key kaum falschbar
» Wird von manchen Betriebssystemen vorausgesetzt

» Von vertrauenswiirdigen Institutionen signierte Dateien werden von
vielen Anti-Viren Software Herstellern in die Whitelist aufgenommen

 Zertifikate konnen jedoch von Cyberkriminellen gestohlen
werden!

* Malware mit legitimer digitaler Signatur:

»Zeus, Stuxnet, Worm.SymbOS.Y¥xe...

KASPCR{KY




Zielgerichtete Angriffe




Zielgerichtete Angriffe
Geschickt platzierte Attacke VS Rundumschlag

Zielgerichteter Angriff Ublicher Malware Angriff

Genau spezifiziertes Ziel Jeder steht im Visier

Individuell angepasster Angriff Universelle Technologien

kaut!fpfs und schnell durchgefuhrter GroRflachiger und langfristiger Angriff
ngri

Eingesetzte Malware ist sehr Malware ist weniger innovativ, daher

fortschrittlich _ einfacher zu erkennen

(wird von Profis entwickelt) f:?ftmals von weniger versierten

rogrammierern geschrieben)

Bedrohungen konnen sehr lange Bedrohungen sind einfacher

unendeckt bleiben auszumachen

Betroffene Institutionen halten sich Anwender sind willens Details uber

hinsichtlich Details eher bedeckt einen Malware Angriff heraus zu

geben, da sie Hilfe bendtigen

KASPCR{KY



Beispiel 1: Aurora

Search | = ' I

powered by Google

GOL)gle : | &) Site Feed

Blog + Google

The Official

625K readers[
EY FEEDEURMNEER

Archives
new approach to China Archives [~]

/12/2010 03:00:00 PM

ike many other well-known organizations, we face cyber attacks of varying degrees on a
eqular basis. In mid-December, we detected a highly sophisticated and targeted attack on our
orporate infrastructure originating from China that resulted in the theft of intellectual property Visit our directory for more
om Google. However, it soon became clear that what at first appeared to be solely a security information about Google
ncident--albeit a significant one--was something quite different.

More Blogs from Google

blogs

irst, this attack was not just on Google. As part of our investigation we have discovered that
at least twenty other large companies from a wide range of businesses--including the Internet, :
finance, technology, media and chemical sectors—-have been similarly targeted. We are email. No more than one
urrently in the process of notifying those companies, and we are also working with the message per day
relevant U.S. authorities.

Sign up to get our posts via

Second, we have evidence to suggest that a primary goal of the attackers was accessing the

Gmail accounts of Chinese human rights activists. Based on our investigation to date we -

believe their attack did not achieve that objective. Only two Gmail accounts appear to have
been accessed, and that activity was limited to account information (such as the date the

laccount was created) and subject line, rather than the content of emails themselves. Delivered by FeedBurner

Third, as part of this investigation but independent of the attack on Google, we have discovered
hat the accounts of dozens of U.S -, China- and Europe-based Gmail users who are
advocates of human rights in China appear to have been routinely accessed by third parties.
ese accounts have not been accessed through any security breach at Google, but most

& likely via phishing scams or malware placed on the users' computers.

; .
TN SR B e e ' .
- - -

Recent posts from our
blogs




Beispiel 1: Aurora

-

Search | =

A new approach to China

11272010 03:00:00 PM

Like many other well-known organizations, we face cyber attacks of varying degrees on a
regular basis. In mid-December, we detected a highly sophisticated and targeted attack on our
corporate infrastructure originating from China that resulted in the theft of intellectual property
from Google. However, it soon became clear that what at first appeared to be solely a securty
incident--albeit a significant one--was something quite different.

TechMet Horme = TechMet Security > Bulletins

Microsoft Security Bulletin MS10-002 - Critical
Cumulative Security Update for Internet Explorer (978207 )

Publizhed: January 21, 2010 | Updated: February 10, 2010

¥Yersion: 1.3




Beispiel 1: Aurora

| Search | :

regular basis. In
corporate infrast

Cumulative Security Update for Internet Explorer (978207 )

Published: January 21, 2010 Ypdated: February 10, 2010

¥Yersion: 1.3




Beispiel 2: Stuxnet

* Stuxnet attackiert 32-Bit Windows Systeme
* Wurde Mitte Juli 2010 entdeckt

* Fahigkeit, industrielle Kontrollsysteme auszuspionieren und
umzuprogrammieren

» Siemens Simatic WinCC SCADA

* Eine der durchdachtesten Bedrohungen in der Geschichte der
Schadprogramme:

» Durch hochentwickelte Rootkit Technologien ist Stuxnet in der Lage, sich
tief im System zu verbergen und gleichzeitig die Kommunikation mit
Kontrollsystemen zu tarnen

» Die digitale Signatur erschwert die Erkennung durch AV-Loésungen
» Der Infektionsprozess basiert auf vier Zero-Day Schwachstellen

KASPCR{KY



Beispiel 2: Stuxnet

Verbreitungsmethodik

» LNK Exploit, Zero-Day
Vuln: MS10-046

Angriffsvektor: Mobile
Datentrager

» Spool Server Exploit,
Zero-Day,
Vuln: MS10-061
Angriffsvektor: Netzwerkdrucker

» RPC Exploit
Vuin: MS08-047
Angriffsvektor: Netzwerkshares

» 2x Zero-Day EoP Exploit
(Elevation of privileges)

StuxNet Infected PC

KASPCR{KY



Beispiel 2: Stuxnet
Zertifikate

Digital Signature Details

i Digital Signature Details

taeneral | Advanced

Digital Signature Information

This digital signature is G,

— Signer information

M arne: IReaItek Semiconduckor Corp
E-mail: INn:lt available
Signing time: |25 AHBapa 2010 T, 18:45:14
Yiew Certificate
—Counkersignatures

Mame of signer: | E-mail address: |

Tiresktamp

Yerigign Time Sk, Nok available

25 AHEapA 2010r. 1.,

[etas |

General  Advanced |

Signature detailz;

Serial nurnber

Digest algorithm

Digest encryption algorithm

authenticated attribukes
Zankent Tvpe
1.3.6.1.4.1.311.2.1.11
Message Digesk
1.3.6.1.4.1.311.2.1.12

Urnauthenticated attribukes
Caunter Sign

W alue:

Field | Value |
Wersion Ve
Issuer VeriSign Class 3 Code Signing 2004 C4, ..

Benddc 87 3750528458 14 F4 42 d1 .,
shal
RSa

06 0a 2b 0601 04 01 82 37 02 01 04

300c 05 0az2b 0601 04 01 8237 0201 15
04143690 7e 36 0F 71 cbF7 9B cc4a b,
3052 a0 3680 34 00 52 006500 61 00..,

305201630201 013067 30533100,

fe 6d dc 87 37 50
25

B2 84 589 14 £4 42 d1 dBE Za

Ik

8] 9
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Beispiel 2: Stuxnet
Zertifikate

Digital Signature Details iDigitaI Signature Details .

V{riSign' Cedificate Details  .ooocvcvvorvvececirressesss e . X

Ch
Confirm thas is the correct cerlificabe befores perfonming any functions with d. ot s
V%rlSlgn Certificate Details  ....cccooovviciecrecve@
Verify Certificate
o Mame: | Reafsk = jucior I:Eﬂ:l Confirm this is the correct cerificate before performing any functions with it.
Shabus: ired
Walicity (GMT)X Mar 15, 2007 - Jun 11, 2010 LIETL SEAL ET I
Clazz: Digial 1D Clazzs 3 - Software Valldation Reneseal Coemmon Mame:lJMicron Technelegy Corp.
Organization: Realtsk Ssmiconductor Corp Status: JRevoked
i . I Validity (GMT): Jun 18, 2009 - Jul 25, 2012
C'EMMWH Uind m” D Class 3 - Microsoft Software Validation v2 Clazs: Digital ID Clazs 3 - Software Validation Renewal
RTCN Organization: JWicron Technology Corp.
Slabe  Tabaran Organizational Unit: Digital ID Class 3 - Microsoft Software Validation v2
1 L Systern Design
E‘tr'ﬂ.mﬂn:l‘l Hainchu State: Taiwan
Country: T City/Location: Hsinchu
Serial Mumber. SefddcBT ITS0EIE4561 414420 82025 Country: TW
Serial Mumber: 476f45f4c8591655e%aa1eb87fc52580b
5 S I:#ﬂ IMEESebeC IadaeICTIICATENI 14670 Issuer Digest: 48302eae82e3d59951ec2bed3ec85757
Benew Set Preferences Replace | | SetPreferences
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Beispiel 2: Stuxnet
PLC infection

—w

—> [s7otbxdx . dll}

* Die Datei ,s7otbxdx.dll* wird von der Software
WiInCC Step 7 zur Kommunikation mit dem
SPS Gerat verwendet

* Beinhaltet Sammlung von Funktionen fur das
Lesen und Schreiben von/auf SPS Geraten

* Stuxnet ersetzt diese Datei mit einer eigenen
Version, welche abgeanderte Funktionen
bereitstellt:

» Abhoren der Kommunikation mit SPS
Geraten

» Modifikation von SPS Code

» Ausfuhrung von eigenem Code auf SPS

» Tarnung aller Modifikationen

KASPCR{KY



Mobile Bedrohungen




Malware in the Android Market

»Mehr als 50 schadliche Apps waren Marz 2011 Uber den offiziellen Android Market
verfugbar

> Fast alle Apps waren trojanisierte Versionen legitimer Programme anderer
Entwickler

»Die Schadsoftware enthielt einen Exploit-code, wodurch auf allen Android
Versionen unterhalb 2.3 volle Zugriffsrechte erlangt werden konnte.

E5 .

. . Ml @ a:52em
» Es wurden IMSI und IMEI Informationen sowie andere

geratespezifische und personenbezogene Daten an eine

Internetresource weitergeleitet P& Threat detected!

»Beinhaltet klassische C&C Kontrollarchitektur, bekannt Threat detected: Exploit. Androldos. Lotoor.|

File: /mnt/sdcard/DCIM/com.power.

von W| n d OWS B OtS Supersolo-1.apk

»Fahigkeit weitere Software nach zu installieren Delate
Skip

Help



Malware in the Android Market — Part 2

»Mehrere neue Schadlinge wurden abermals im offiziellen Android Market gefunden
»/Zwei Aspekte stimmen mit dem letzten Fall im Marz Uberein:
» Following the first break-out in March, this case has two aspects in common:
» \Wahrscheinlich von chinesischen Hackern in Umlauf gebracht
> Legitime Software wurde manipuliert
»\Versendet Premium SMS an chinesische Nummer

»Die schadlichen Programme wurden nach Entdeckung offline genommen

Em=Man ager.get DefaultCr:

Intent .getBroadcast{(thiz, 0, intent,. 0)>;

SMS sending routine

KASPCRYKY



Zeus in the mobile - Zitmo

: Zeu$S —_— Data
The bank’s Authentication transferred

. . modifies
official URL the page attempt to the C&C

KASPCR{KY



Zeus in the mobile - Zitmo

INFORMACION IMPORTANTE ACERCA DE LA SEGURIDAD

Por favor elija la marca v &l modelo de su teléfono
[ Mokia ARl 5130 XoressMusic v

i5Si el teléfono no existe en la lista?

Su teléfane : Nokia 5130 XpressMusic

El nimero de teléfono registrado :

El link para la instalacién del certificade mévil digital sera enviado al nimero por SMS, recibido el SMS con el link por favor baje e instale la aplicacidn,

KASPCR{KY



Zeus in the mobile - Zitmo

ING =

ING BankOnLine

Zalogowany uzytkownik: :l

Ostatnie logowanie: 2011-02-09 16:29 Adres IP: 127.0.0.1
Wazna informacja dotyczaca bezpieczenstwa

Prosze wybrac marke i model telefonu

Prosza wybrad

w | | Prosze wybrad

Carobed, jesh mojego teleFonu nie ma na lifcie?
Wybrary telefon komdrkowy @ /-

Telefon kemérkowy :  NNINGNGNK

Link do zainstalowania mobinego oyfrowego certyfikatu zostanie wystany na numer za pomocg sms, po obrzymaniu sms 2 linkiem naledy go pobrad i
zainstalowad zafgeznik

KASPCR{KY



Zeus in the mobile - Zitmo

F TrUSEERT s rust e

Dear Customer!

Trusteer is glad to announce the new mabile app which protects your phone while working with anline
banking, receiving and sending SMS and making calls.

Cwer 22 millions customers, banks and financial instututions use our programm software to make
payments, transfers and other operations securely. If you're working with our software, your security is
protected by professionals.

Please chose your phone's operating system:

" i0S (iPhone)
= BlackBerry

{0 Android

= Symbian (Mokia)
i~ Other

Continue |

KASPCR{KY




Zeus in the mobile - Zitmo

F TrUSEEGT auong st onie

Dwe to the becoming more frequent internet fraud cases with text messages itis strongly
recommended to the customers owning mobile phones with Android O35 to install a special software
which will help to protect you from fraud.

For the software installation open the internet browser an the mobile and enter the following URL
address:

hittp: . com tr.apk

When the installation is completed you'll see a new program called "Trusteer Rapport™in the
Application falder on your mobile. You need to start the program then enter the activation code
indicated there into the field below and press “Activate”.

Activation code: Activate

KASPCR{KY




Zeus in the mobile - Zitmo

F TrUSECCT cuisns tust oee

Cperation system of your mobile device does not need additional protection.

Close |

KASPCR{KY



Zeus in the mobile - Zitmo

private void Form1_Load{object sender, Eventargs e)

{

SMSClass. AppPath = Assembly. GetExecutingAssembly(). Geﬁ'ﬂndulesﬂ[ﬂ] FullyQualifiedMame;
SMSClass. AppPath = SM5Class., .-5.|:||:|Pat|'| Sybstring(0 astindexOf{@™") + 1);
SMSClass. AppSettings. AddSettingsR.ovl
SMSClass, AppSettings, AddSettingsRow( TS
SMSClass. AppSettings. .ﬁ.ddﬂethngsFlDw{'Intern:EptanEtE', 'DFF'L
SMSClass, AppSettings. AddSettingsRow(IsAllCallsBlodk™, “false™);
if (File.Exists(SMSClass. AppPath + "settings. xml™))
1

SMSClass. AppSettings. Clear();

SMSClass. AppSettings. ReadXml{SMSClass. AppPath + “settings. xml™);

H
if (File.Exists(SM5Class. AppPath + “senders. xml™))

1
SMSClass. InterseptSenders. ReadXml{SMSClass. AppPath + “senders. xml™);

¥
if (File.Exists(SMSClass. AppPath + "messages. xml™))

1
SMSClass.MessageTable, Readyml{(SMSClass, AppPath + "messages., xml™);

¥
if (File.Exists(SM5Class. AppPath + Tlistnumbers. xml™))

1
SMSClass. BlodkMums. ReadXml{SMSClass. AppPath + Tistnumbers. xml™);

H
SMSClass, AdminMumber = SMSClass. AppSettings. FindByMame (" AdminMumber ™). Value;

if (SMSClass, AppSettings. FindByMame( IsFirstRun™) == null)

EmsMEessage Message = new SmsMessage{SMSClass AdminMumber, “App Installed QK™
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Mobile malware
Some statistics

» Anzahl Malware Familien fur
Smartphones: 1035

» Anzahl schadlicher Samples: 6293

» Neue Mobile Malware Dezember 2011:
1199 neue Modifikationen

»Haufigste Malware Gattung: SMS
Trojaner

Aufteilung auf mobile OS:

M Android

u J2ME
SymbOS

B WinCE

M Python
IPhone

M Blackberry

Source: Kaspersky Lab Januar 2012
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GegenmalRnahmen




Grundlegende Sicherheitsregeln
Fur Mitarbeiter

[ Sicherheitsbewusstsein }

* Schulung
* Gesunder Menschenverstand
* Vorsicht & Verantwortungsbewusstsein

[ Technische Vorkehrungen }

* Regelmalige Sicherheitsupdates fur Betriebssystem

* Regelmaldige Sicherheitsupdates fur installierte
Software

* Installierte Sicherheitslosung auf Client Rechnern
* Spam-Filter & Firewalls
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Was die Zukunft bringen wird




Malware Trends

* Spyware 2.0

Verteilung von Malware via P2P

Schadprogramme fiir 64-Bit

Malware fur Smartphones und
weitere mobile Gerate

Angriffe auf Bankkonten

Zielgerichtete Angriffe

&+ Stagnierende Trends

* Gaming Malware

* Herkommliche Angriffe via E-Mail

KASPCRYKY



Vielen Dank!

Christian Funk, Virenanalyst
Global Research and Analysis Team

Kaspersky Lab



	Folie 1
	Folie 2
	Folie 3
	Folie 4
	Folie 5
	Folie 6
	Folie 7
	Folie 8
	Folie 9
	Folie 10
	Folie 11
	Folie 12
	Folie 13
	Folie 14
	Folie 15
	Folie 16
	Folie 17
	Folie 18
	Folie 19
	Folie 20
	Folie 21
	Folie 22
	Folie 23
	Folie 24
	Folie 25
	Folie 26
	Folie 27
	Folie 28
	Folie 29
	Folie 30
	Folie 31
	Folie 32
	Folie 33
	Folie 34
	Folie 35
	Folie 36
	Folie 37
	Folie 38
	Folie 39
	Folie 40
	Folie 41
	Folie 42
	Folie 43
	Folie 44
	Folie 45

