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If business has no risk, don’t do it! ( frei nach Tom DeMarco & Timothy Lister)
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Scope of Corporate Risk Management

Risk

Management

Framework

Documentation & 
Assessment of 

Internal Controls

Insurance

Strategy

Establish Best-Practice orientated
uniform Risk Management 

methodologies, processes and 
tools for all of SAP´s LoB´s; 

Responsibility for SAP´s ongoing
external and internal risk reporting

Roll-out of effective
Internal Controls 
documentation and 
assessment
processes
mandated by
Sarbanes-Oxley Act
as a core process
risk response
strategy

Ongoing Shaping
of corporate wide

risk aligned
insurance

programs as a core
risk response

strategy
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Corporate Risk Management Model: 
Breakdown on Line of Business Level

The implementation of SAP´s Corporate Risk Management Model (scope, covered activities, 
LoB-specific adaptations, responsibilities) has been agreed with SAP´s Lines of Business
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Corporate Risk Management ModelCorporate Risk Management Model
Risk 

Identification
Risk 

Analysis
Risk 

Response
Risk 

Planning
Risk 

Monitoring

Shared Services RM Proces-
ses (Finance, Facilities, HR, 
Communications) 

Shared Services RM Proces-
ses (Finance, Facilities, HR, 
Communications) 

Sales/ Marketing Risk 
Management Processes

Development Risk 
Management Processes

Sales/ Marketing Risk 
Management Processes

Development Risk 
Management Processes

Consulting Risk Management 
Processes

IT/Hosting Risk Management 
Processes

Consulting Risk Management 
Processes

IT/Hosting Risk Management 
Processes

Support Risk Management 
Processes

Support Risk Management 
Processes
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SAP´s Operational Risk Management (ORM) Application

SAP Operational Risk Management

BW
(Reporting)

HR
(Organization)

PS, CRM, cProjects
(Projects)

CO
(aggregation

financial comparison
data)

xls upload Interface
(Projects)

SOA-MIC
(Processes)

Structure Setup Execution Process 
Support

Analysis

SAP Web Application Server

Views and Worksets for Risk Owners, Risk Validators, Accountable Executives, Project Managers, Administrators

Organization, Process, Project and Object Structures, Risk Assessments, Risk Responses, Business Intelligence, Info Cubes, Reports

Process-to-Process Integration, Offline Transactions, Notifications and Workflow
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The Model

The 5 key process steps…The 5 key process steps…

Risk MonitoringRisk MonitoringRisk ResponseRisk ResponseRisk AnalysisRisk AnalysisRisk IdentificationRisk PlanningRisk Planning Risk Identification
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The Model

The 5 key process steps…The 5 key process steps…

Risk MonitoringRisk MonitoringRisk ResponseRisk ResponseRisk AnalysisRisk AnalysisRisk IdentificationRisk IdentificationRisk PlanningRisk Planning

Process
Integration

Brain-
storming

Assessment
(meeting)

to ORM /
Validation
(approval)

Reporting / 
Re-Assessments
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Risk Planning

Determining 
how to 

approach risk 
management in 
your business 
area or project

Determining 

Risk MonitoringRisk MonitoringRisk ResponseRisk ResponseRisk AnalysisRisk AnalysisRisk IdentificationRisk IdentificationRisk PlanningRisk Planning

 For on-going business operations:
Usually occurs as part of annual planning
Involves deciding how business risks are identified, assessed and 
monitored 

 For projects:
Involves deciding how risk management will fit into the project plan

how to 
approach risk 

management in 
your business 
area or project
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Risk Identification

Uncovering 
risks to your 
business or 

project before 
they turn into 

problems

Uncovering 
risks to your 
business or 

project before 
they turn into 

problems

Risk MonitoringRisk MonitoringRisk ResponseRisk ResponseRisk AnalysisRisk AnalysisRisk IdentificationRisk IdentificationRisk PlanningRisk Planning

 Iterative process. For example:
At the start of the annual budgeting process
During the Evaluation phase of the Customer Engagement Lifecycle
During the Planning phase of a standard or customer-specific development 
project
At the end of the Business Blueprint phase of an implementation project

 No standard approach to identifying risk. However, some common 
approaches include questionnaires, interviews, workshops, surveys
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Risk Identification

Potential ConsequencePotential ConsequenceCondition Causing ConcernCondition Causing Concern

There is no customer team to 
support productive system

Go live will be delayed

Risk StatementRisk Statement

The customer is unable to replace 
the consultants for system support

Customer will be unable to perform 
system management causing 
system degradation

Too much time is needed for SAP to 
make clear decisions

Confusion and delays
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Risk Identification – Brainstorm Template
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Risk Identification

 Common Risk Catalog:

Corporate-wide catalog of generic risk categories

EconomicEconomic

MarketMarket

Strategic FocusStrategic Focus

Human CapitalHuman Capital

Organization and GovernanceOrganization and Governance

Communication and InformationCommunication and Information

FinancialFinancial

ProductProduct

ProjectProject

Other Operational RisksOther Operational Risks
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Risk Identification
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Risk Identification – Assessment Template
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Risk Analysis

Evaluating the 
risk attributes, 
and prioritizing 

(ranking) the 
risks 

Evaluating the 
risk attributes, 
and prioritizing 

(ranking) the 
risks 

Risk MonitoringRisk MonitoringRisk ResponseRisk ResponseRisk AnalysisRisk AnalysisRisk IdentificationRisk IdentificationRisk PlanningRisk Planning

 Risk attributes ► Probability; Impact; Timeframe

 Risk prioritization involves separating out which risks should be 
dealt with first when allocating resources
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Risk Analysis

 Probability:
Five-level scoring scale to be used by all lines of business:

81 – 99%
90% once a year

61 – 80%
67% once every 1½ years

41 – 60%
50% once every 2 years

21 – 40%
33% once every 3 years

25% once every 4 years

1 – 20%
17% once every 6 years

10% once every 10 years
5% once every 20 years
2% once every 50 years
1% once every 100 years

Based on a one-year assessment horizon !
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Risk Analysis
 Impact (Local/Global):

Five-level scoring scale to be used by all lines of business:

Qualitative Impact Total Loss (Quantitative)
1 = Insignificant Up to €200,000
2 = Minor €200,000 to €1,000,000
3 = Moderate €1,000,000 to €5,000,000
4 = Major € 5,000,000 to €25,000,000
5 = Catastrophic Greater than €25,000,000

Local Impact
All costs to re-install normal operation after a 
risk occurred like.: 

• HW costs, 

• Customizing costs,

• …

Global Impact
All costs that result out of the risk occurrence 
like: 

• unavailable of services to customers & 
employees,

• loss of image, 

• costs to re-install normal operation (local 
impact),

• …org
aniza
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Risk Analysis

 Risk Level:

Derived from the probability and impact attributes as follows:
Example: Probability = 60%; Impact = €1,000,000 (Level 4) 

1-20%

21-40%

41-60%

61-80%

81-99%

1 2 3 4 5

Impact

Pr
ob

ab
ili

ty

X

Low Risk

Medium Risk

High Risk
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Risk Analysis

 Risk Prioritization:

Involves separating out which risks should be dealt with first when 
allocating resources

Approach: Map the risk level against the time frame for the risk
(e.g. how soon action is required to prevent the risk from occurring)

The following table shows how risk severity incorporates the time 
frame for action to arrive at a prioritized list of risks

Priority

Low Med High

Ti
m

e 
Fr

am
e 5 2 1

7 4 3

Short (0 – 1 month)

Medium (1 – 6 months)

Top priority risks
Risk Level >

9 8 6Long (> 6 months)
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Risk Analysis

 Financial Exposure (“Expected Loss”):

Probability x Impact

Example:

Highly likely that integration testing will continue for 6 weeks.

Expected loss = 70% x cost of 6 weeks of testing = €7,000

Probability Impact

(€ 10,000) 
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Risk Analysis – Assessment Template
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Risk Response

Risk MonitoringRisk MonitoringRisk ResponseRisk ResponseRisk AnalysisRisk AnalysisRisk IdentificationRisk IdentificationRisk PlanningRisk Planning

Deciding what, 
if anything, 

should be done 
with a risk 

Deciding what, 
if anything, 

should be done 
with a risk 

 Risk Response answers two key questions:
Who owns the risk (responsibility), and
What can/should be done (scope and actions)

 Standard response actions: Delegate; Research; Transfer; Accept; 
Mitigate; Watch
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Risk Response – Assessment Template
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Upload Risks to ORM
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Validation – Approval of Risks & Response Strategy

► “Risk Validation” is the process of reviewing 
and approving the identified risks, the analysis, 
and the risk response plans

► Validation transactions take place in ORM

► Responsibility for validation cannot be 
delegated

► Risk Validator can:
► Approve the assessment

► Reject individual risks (use activity comment 
field to provide reasons; note that rejected risks 
can’t be re-activated)

► Set the sensitivity level of a risk (where 
“sensitivity” means attorney confidential)
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Validation – Approval of Risks & Response Strategy
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Risk Monitoring

Keeping track of 
the risks and 

evaluating the 
effectiveness of 

the response 
actions 

Keeping track of 
the risks and 

evaluating the 
effectiveness of 

the response 
actions 

Risk MonitoringRisk MonitoringRisk ResponseRisk ResponseRisk AnalysisRisk AnalysisRisk IdentificationRisk IdentificationRisk PlanningRisk Planning

 Assessing the effectiveness of the response actions
 Ongoing activity aimed at ensuring that response plans are working
 Activities include collecting information and reporting results
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Risk Monitoring – Re-Assessments

Risk Manager / Assessment Owner:

► keep track of existing risks
► Set Assessment Cycle to a reasonable timeframe 

(e.g. 3 months)

► Require updates from Risk / Response Owners via 
ORM workflow

►enter new upcoming risks to ORM
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Risk Monitoring - Reporting

Objective:

Provide clear, useful and actionable 
information about SAP’s risk profile and risk 
management performance

Target audience:

► Supervisory Board

► Executive Board

► Product Technology Board (PTB)

► Field Management Board (FMB)
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Copyright 2005 SAP AG. All Rights Reserved

 No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP AG. The 
information contained herein may be changed without prior notice.

 Some software products marketed by SAP AG and its distributors contain proprietary software components of other software vendors.

 Microsoft®, WINDOWS®, NT®, EXCEL®, Word®, PowerPoint® and SQL Server® are registered trademarks of 
Microsoft Corporation.

 IBM®, DB2®, DB2 Universal Database, OS/2®, Parallel Sysplex®, MVS/ESA, AIX®, S/390®, AS/400®, OS/390®, OS/400®, iSeries, 
pSeries, xSeries, zSeries, z/OS, AFP, Intelligent Miner, WebSphere®, Netfinity®, Tivoli®, Informix and Informix® Dynamic ServerTM are 
trademarks of IBM Corporation in USA and/or other countries.

 ORACLE® is a registered trademark of ORACLE Corporation.

 UNIX®, X/Open®, OSF/1®, and Motif® are registered trademarks of the Open Group.

 Citrix®, the Citrix logo, ICA®, Program Neighborhood®, MetaFrame®, WinFrame®, VideoFrame®, MultiWin® and other Citrix product 
names referenced herein are trademarks of Citrix Systems, Inc.

 HTML, DHTML, XML, XHTML are trademarks or registered trademarks of W3C®, World Wide Web Consortium, Massachusetts Institute of 
Technology.

 JAVA® is a registered trademark of Sun Microsystems, Inc. 

 JAVASCRIPT® is a registered trademark of Sun Microsystems, Inc., used under license for technology invented and implemented by 
Netscape.

 MarketSet and Enterprise Buyer are jointly owned trademarks of SAP AG and Commerce One.

 SAP, SAP Logo, R/2, R/3, mySAP, mySAP.com and other SAP products and services mentioned herein as well as their respective logos
are trademarks or registered trademarks of SAP AG in Germany and in several other countries all over the world. All other product and 
service names mentioned are trademarks of their respective companies.
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Copyright 2005 SAP AG. Alle Rechte vorbehalten

 Weitergabe und Vervielfältigung dieser Publikation oder von Teilen daraus sind, zu welchem Zweck und in welcher Form auch immer, ohne 
die ausdrückliche schriftliche Genehmigung durch SAP AG nicht gestattet. In dieser Publikation enthaltene Informationen können ohne 
vorherige Ankündigung geändert werden.

 Die von SAP AG oder deren Vertriebsfirmen angebotenen Softwareprodukte können Softwarekomponenten auch anderer 
Softwarehersteller enthalten.

 Microsoft®, WINDOWS®, NT®, EXCEL®, Word®, PowerPoint® und SQL Server® sind eingetragene Marken der Microsoft Corporation.

 IBM®, DB2®, DB2 Universal Database, OS/2®, Parallel Sysplex®, MVS/ESA, AIX®, S/390®, AS/400®, OS/390®, OS/400®, iSeries, 
pSeries, xSeries, zSeries, z/OS, AFP, Intelligent Miner, WebSphere®, Netfinity®, Tivoli®, Informix und Informix® Dynamic ServerTM sind 
Marken der IBM Corporation in den USA und/oder anderen Ländern.

 ORACLE® ist eine eingetragene Marke der ORACLE Corporation.

 UNIX®, X/Open®, OSF/1® und Motif® sind eingetragene Marken der Open Group.

 Citrix®, das Citrix-Logo, ICA®, Program Neighborhood®, MetaFrame®, WinFrame®, VideoFrame®, MultiWin® und andere hier erwähnte 
Namen von Citrix-Produkten sind Marken von Citrix Systems, Inc.

 HTML, DHTML, XML, XHTML sind Marken oder eingetragene Marken des W3C®, World Wide Web Consortium, Massachusetts Institute 
of Technology. 

 JAVA® ist eine eingetragene Marke der Sun Microsystems, Inc. 

 JAVASCRIPT® ist eine eingetragene Marke der Sun Microsystems, Inc., verwendet unter der Lizenz der von Netscape entwickelten und 
implementierten Technologie. 

 MarketSet und Enterprise Buyer sind gemeinsame Marken von SAP AG und Commerce One.

 SAP, SAP Logo, R/2, R/3, mySAP, mySAP.com und weitere im Text erwähnte SAP-Produkte und -Dienst-leistungen sowie die 
entsprechenden Logos sind Marken oder eingetragene Marken der SAP AG in Deutschland und anderen Ländern weltweit. Alle anderen 
Namen von Produkten und Dienstleistungen sind Marken der jeweiligen Firmen.
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