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Agenda

» Security management challenges and questions

» A solution: the Security Monitor
» Scenarios for the Security Monitor
» Concept and principles
» Implementation overview
» Possibilities and Limitations of the components

» Conclusion
» Questions and Discussion
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Questions of InfoSec People

» Are there new vulnerabilities in the products used ?

» How are system management teams informed
about security problems of individual components ?

» How to monitor and track if security problems are
taken care of ?

» How to continuously monitor and document the
overall security status?

» How to do all this in a revisable manner?

the information security provider
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Some more of it ...

» Are all systems configured securely ?

» System configurations change quite often —
how secure is a system after a change is made ?

» Have important files or configuration parameters
changed?

» Have access rights to critical resources changed ?
» Are my systems under attack ?

» How to monitor, control and document the current
configuration when running n x 100 servers ?

the information security provider
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Challenge

Implement a solution that:

» monitors the security situation of an IT environment
» uses existing infrastructure

» includes IDS and CERT architecture

> integrates in an existing FLS and SLS environment

» allows to identify and trace activities
to improve the security situation

» supports monitoring of the BS 7799 controls

- Automate as much as possible
—>Integrate as much as possible

the information security provider
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Security Monitor

Gives a solution that

» automates and correlates as much as possible
(monitoring, tracing, CERT, IDS...)

» Integrates automated tasks into the existing
systems management environment

» allows to trace activities to improve the security
situation

However, human interaction, thinking and reaction
Is required (e.q. to resolve security incidents)

the information security provider
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Security Monitor Components

Systems Management Environment

Correlation Engine
Trouble Ticket System

Documentation Server

@sec .
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Features

V- SCANNER V- CERT System Support
Warns when new )
Checks the B Inerabilitios of Documenting the

configurations of reaction to trouble

incidents are

B oopiiance wifl published (e- g ;o
the defined security CodeRed or Blaster) Adapting V-Scanner
profiles and the . profiles and V-IDS

absence of known signatures
vulnerabilities and V- IDS

informs SLS teams Security Status View
using the trouble “Sensors” detect attacks shows security

ticket system and critical modifications situation

in real time and inform
the SLS teams
(Trouble Tickets)
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cenario 1: V-CERT

CAN-2001-0797 [under review) - Mozilla {Build ID: 2001122106} =[=1 3
. File Edit Wiew Search Go Bookmarks Tasks Help Debug G4

a e @Q @ @ | |% hitp:##cve. mitre. org/cgi-bin/cvename. cgitname=CaN-2 | [QSealch ]J dga
|
&\ LTIV TUTE T UTUTESETUERTUSULED ﬁ
\ CERT#® Advisories - Mozilla {Build ID: 2001122106} |- (O] x]

. File Edit View Search Go Bookmarks Tasks Help Debug QA

Home g‘e:é B @Q Q @ @ | ‘ hittp: 4 feaeaey. cert. ong/ advisaries? |[‘3\Sealch ]J C-lge

Systems
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This |S a candidate Options
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modified or even r x;:gzg:;':;ase 2002 [2001 [ 2000 | 1999 | 1998 | 1997 | 1996 | 1995 | 1994 | 1993 | 1992 | 1991 | 1990 | 1989 | 1988

s, vulnerabilities, survivability training &
CERT cwa“ﬂmer incidents & fixes & evaluations research & analysis education

= Mame CAN-2001-079  Incident Motes

Buffer overflow | curent Activity 2002
arbitrary cornm
Related
IS5:200 Summaries E q TP .
LRL:htt CA-2002-01: Exploitation of Vulnerability in CDE Subprocess Control Service
BUSTRe Tech Tips
URL:htt January 14, 2002
CERT:i, ArCERT
LURL:htt The CERTICC has received credible reports of scanning and exploitation of Solatis systems running the CDE

CERT-v| Employmert Subprocess Control Service buffer overflaw vulnerability identified in CA-2001-31 and discussed in VU1 72683

URL:htt Cpportunities

CALDER

URL:ftp more links 2001

SUM:00; CERT Statistics

URL:htt o
‘ulnerability . . ) )

Qéﬁ’?‘;‘f?{ Disclosure Palicy CA-2001-37: Buffer Overflow in UPnP Service on Microsoft Windows

URL:ftp

wFitelne CERT December 20, 2001

- Knowledgebase
Done [0.25

Description

References

] &= |Document:

Yulnerahilities in sofware included by default on Microsoft Windows XP, and optionally on Windows ME and Windows
System 98, may allow an intruder to execute arhitrary code on vulnerahle systems, to launch denial-of-senice attacks against
Administrator wulnerable systems, orto use vulnerable systems to launch denial-ofservice attacks against third-party systems
COUrSEs

[ &5 | Document: Done [2.844 secs] ‘ |ﬂll::( d%‘
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Scenario 1: V-CERT

Systems Sun Solaris
Management

Windows NT

Documentation
Server

Trouble Ticket System

V-SCANNER

Internet

v

g

SLS Team
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Scenario 2: V-SCANNER

Internet

Systems
Management

Trouble Ticket System

V-IDS V-SCANNER V-CERT

SLS Team
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Scenario 2: V-SCANNER

Systems Sun Solaris
Management

Windows NT

Documentation
Server

Trouble Ticket System
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Scenario 3: V-IDS

[T

Systems
Management

Environment

== 2= 2= | 1

Sun Solaris

Linux

Windows NT Documentation
Server

v

Trouble Ticket System
A

SLS Team

@sec

the information security provider

V-IDS

ommand Prompk

D:~Hmapnt >
D=“Nmapnt >nmapnt

Starting nmapNT U. 2.53 SP1 by ryanPeEvye.com
eEye Digital Security ¢ http:/Avuww._eEye.com 2
hased on nmap by fyodorPinzecure.org < wuw.insecure.orgsnmaps 2

Interesting ports on MDRIUWIH
{The 1517 ports scanned but not shown below are in state: closed)

Fort

135/tcp
13?-tcp
427 tcp
T tep
202 tcp
1433 /tcp

State
open
open
open
open
open
open

Service
loc—sru
nethios—s=sn
surloc
unknown
unknown

ms—sgl-s

Mmap run completed —— 1 IP address <1 host up? scanned in 36 seconds

D:=“\Mmapnt >

Internet
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Scenario 3: V-IDS

Intruder
Internet

Sun Solaris i s Documentation
Server

P
HEE [TTT] 1111 «

YIS V-SCANNER V-CERT

Trouble Ticket

8 Team
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Scenario 3: V-IDS
]

Intruder
Internet

Systems Sun Solaris Linux
Management
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Concept

> Prevention

» Definition of “Security Profiles” and hardening measures

» Control of the configuration of system components, comparison with
the Security Profiles

» Testing systems if they are exposed to the vulnerability
» Warning

» Informing teams about vulnerabilities and incidents
» Detection

» Detection of attacks

» Detection of critical changes to the configuration or to critical files
» Correction

» Controlling the corrective actions

@sec 6
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Implementati

Use the V-CERT Security
Monitor Module

Use existing environment

ISS System Scanner

Use existing environment:

Tivoli e Envi t
. stems Management Environmen
HP OpenV|ew ¢ Correlgtion Engine
ARS Remedy Trouble Ticket System
Documentation Server

@sec
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Integration

Systems

Trouble

Management Ticketing
Environment
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Correlation

» Events can be prioritized

» Using Tivoli Risk Manager allows to correlate
events

» Depending on the severity of the results of the
correlation, trouble tickets are generated

» Rule base Is customisable

» Integration and Configuration efforts are required to
get a sound rule base and a working correlation

the information security provider
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V-CERT - Possibilities and Limitations

> Possibilities

» Timely, automatic analysis saves time and adds security
» Integration with other Security Monitor components
» Tracking (trouble ticketing, archiving, reporting)

» Limitations

» Not all input sources can be queried (missing patterns)

» Automated countermeasures are not advised,
administrators have to read, think and act

the information security provider
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V-Scanner — Possibilities and Limitations

> Possibilities

» Automatic configuration checks save time and add security
» Integration with other Security Monitor components

» Correlation with V-CERT advisories

» Tracking (trouble ticketing, archiving)

» Limitations
» The checks are only as good as the configuration profiles
» Overhead for heterogenous or fast changing environment

» Automated countermeasures are not possible or desired,
administrators have to check the finding, think and act

the information security provider



Copyright atsec information security GmbH, 2004

V-IDS - Possibilities and Limitations

> Possibilities

» Correlation and selection makes IDS events manageable

» Integration and correlation with other Security Monitor
components and systems management environment

» Tracking (trouble ticketing, archiving, reporting)
» Limitations

» The IDS only identifies known attacks, new attacks may
go unnoticed

» Residual risk of a critical attack missed by rating
mechanism (correlation and selection of events)

» Automated countermeasures are seldom possible or
desired, administrators have to look, think and act

the information security provider
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Overall Possibilities and Limitations

» Possibilities
» Added security by automated tasks (,noone forgets®)
» Offloads administrators of repeated tasks

» Integration and correlation of tools add some ,intelligent
behaviour”

» Integration with systems management environment makes
security ,part of everyday administration”

» Chance to track and measure
» Limitations

» The configuration still has to be done manually (mostly)
» Tool logic is not fault-tolerant, it may miss things
» Tools are far from intelligent, not everything is possible

the information security provider
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Conclusion

» Automating security management as much as
possible helps a lot

» Integration with systems management environment
IS @ good approach

» Not all tasks can be automated, sometimes people
have to think what to do

—> Tools can help but never replace an intelligent,
frained administrator!

- Tools can give the admin more time to be
intelligent and trained!

the information security provider
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Questions?
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